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Abstract
We have created a firewall system. A firewall monitors the incoming and outgoing traffic in the
network A firewall is a network security device that monitors incoming and outgoing network
traffic and permits or blocks data packets based on a set of security rules.

First, we try to implement a simple firewall system with two network interface cards connecting
to the external network (Internet) and the internal network which is supposed to be secured. In
this system we hardcore a simple rules set. Then we improve the firewall to make it more
advanced by extending the supported rule set up to layer 4 (including MAC, IPv4 IPv6, ICMP
for IPv4/v6, TCP/UDP ) and not hard-coding the ruleset. Then we analyzed the performance of
the implemented firewall, calculating the packet per second the implementation can handle for
different scenarios. We have then tried to improve the performance of the firewall. In the final
step, we have shown how to detect attacks such as DoS.
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Setup
Three VM has been set up in which VM1 is the internal network, VM2 is the firewall and VM3
is the external network that is connected to the internet. We have done the setup on 2 laptops.

Fig: Setup on laptop 1

Fig: Setup on laptop 2
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Configuration
The following are the Ip addresses and the route table configurations of the VM’s

Laptop 1

Fig: VM1 config

Fig: VM2 config (Firewall)

Fig: VM3 config
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Fig: VM1 route tables

Fig: VM2 route table (Firewall)

Fig: VM3 route table

Laptop 2

Fig: VM1 config
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Fig: VM2 config (Firewall)

Fig: VM 3 config (external)

Testing
To check if the VM’s are working properly we are going to ping Google from VM1

Fig: Google ip add lookup
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Fig: ping to google using VM1 reply incoming

Fig: Wireshark capture for above at VM1

Fig: Wireshark capture for above at firewall
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Task 1
Creating a simple Firewall using Socket Programming

In this part, we have implemented a simple firewall. This firewall works at layer 3 i.e IP layer.
In this, there is a precoded list of IP addresses that can be blocked. By default, it allows all the
packets. It checks if the IP address is in the blocked list, if it is there it makes allow = False.

Fig: Hardcoded IP addresses

Command for the simple firewall.

Command:

python3 firewall.py -s

As we can see 142.250.195.206 is the blocked ip address. We have run a ping command from the
internal host to 142.250.195.206 i.e to the Google server. The request of the ping request is
passed by the firewall but the reply from the Google server is not allowed by the firewall. This
happens because the Google IP address is on the blocking list.

Fig: Tried ping command again from internal host VM1
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Fig: Packets allowed and discarded by the blocking process (ScreenShot from Laptop 1)

PCAP analysis:
The PCAP on VM1 shows that there is no reply packet from the Google server
(142.250.195.206) since the IP has been blocked by the firewall in the source IP field.
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Fig: Wireshrk capture at VM1 shows that reply is blocked by firewall

Fig: Reply received at firewall but is not forwarded, it is blocked.

11



Task 2
Extending the ruleset and its operation on the Firewall

In this task, we need to add additional rules to improve the functionality of the firewall. We are
filtering at layer 2 [Ether], layer 3 [IP], and layer 4 [TCP, UDP]. We are doing dynamic rule
management by addition, deletion, and updating the rules in the firewall. This is done by storing
the rules of the firewall in a json file. The json file is edited in order to update the rules.

Command:

python3 firewall.py

How our Firewall Works

Fig: Firewall CFG
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Firewall Home Screen : Home Screen

Fig: Home screen

Blocking Process :
Blocking process looks at every single packet and decides whether it can be allowed or it needs
to be blocked based on the rules mentioned in the rules.json. In our Firewall, by default,  it
blocks all the packets. If we want to allow any type of packet we need to mention it in
rules.json

Fig: blocking process running

Statistics :
When the Firewall run is complete the firewall program returns the Statistics page which returns
the number of allowed and dropped packets. It also returns the average time taken to process
each packet.
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Fig: Statistics page￼

rules.json:
rules.json file is the file from which we read the rules which are used in te blocking process. We
can also add, delete or update rules in this.

Fig: rules.json file

When “s” is pressed the blocking process is started. When “r” is pressed then the rules.json file
is opened in which we can add, remove and update the rules. After every run of the firewall the
program prints the statistics of the code.
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Types of Rules

L2: Mac Layer Filtering Rule
Filtering packets based on Mac address

Fig: Allowed packet rule

IP Packet Filtering Rule
Filtering packets based on IP rule

Fig: Allowed packet rule

UDP Packet filtering Rule
Filtering packets based on IP rule

Fig: Allowed packet rule
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TCP Packet filtering Rule
Filtering packets based on IP rule

Fig: Allowed packet rule
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Task 3
Performance examination and improvement

In this part, we have tried to analyze the system. We have used the metric processing time per
packet for analyzing the performance of the system. We have increased the number of rules and
tried to observe how this affects the performance of the system.

We are generating traffic on VM3 using “generate_traffic.py” which uses the “nping”
command. This file generates mixed traffic (i.e TCP/UDP/IP/IP) continuously and sends it to
VM1.

Command: python3 traffic_generator.py g
This command will generate a total 1000 packets and send to the destination IP which is
hardcoded in the file itself .

At the same time, we also  wrote  code to  create rules using random parameters.
Command : python3 rules_generator.py rm No_Of_Rules_In_Each_Category.
No_Of_Rules_In_Each_Category is an integer value stating how many rules will be created for
each traffic category like TCP,  UDP etc.
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￼

Fig: Statistics

Statistics

No of Rules Processing time per packet

4 0.00007196

8 0.00008349

16 0.00009806

50 0.0001538

100 0.0001839
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Fig: Analysis of statistics
We can see clearly as the number of Rules is increased the the time taken for processing the
packet also increases.
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Task 4 - Part B:
Detecting attacks in the network using Firewall

DoS Attack
A Denial-of-Service (DoS) attack is one that attempts to bring a machine or network to a halt,
rendering it unreachable to its intended users. DoS attacks work by inundating the target with
traffic or delivering it information that causes it to crash. The DoS attack deprives genuine users,
such as employees, of the service or resource they expected in both cases.

Fig: DoS Attack (ref: https://www.cloudflare.com/learning/ddos/glossary/denial-of-service/)

Prevention using Firewall
In this task we're going to detect the Dos attack that we are performing on VM1. In order to
prevent the DoS attack we have tried to put a cap on the number of packets incoming from one
IP. If a lot of IP packets are incoming from one IP then the firewall system detects that there is
some DoS attack and then blocks that particular IP. Here is our implementation of the DoS
attack:

Fig: Internal VM1
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In this the Internal machine i.e. VM1 (192.168.130.135) is generating ping messages and is
continuously sending it to the external machine i.e. VM3 (192.168.140.188). This ping is
sending 200 packets and they are sent periodically at a delay of 20ms from each other.

Fig: IP address of external machine VM3

Fig: Command for DoS attack prevention in VM2 (Firewall)

What this command does is it enables the DoS prevention mechanism and if the number of
packets from an IP address is more than 100 then the Firewall blocks the IP address.

Fig: Rules description
As we can see in the Fig above the rule with rule_id: 100, tells to allow the packets with which
have destination address as 192.168.140.188
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Fig: Firewall ON, DoS is not detected yet

Since the number of Packets is not more than 100 DoS is not detected yet.

Fig: Firewall ON, DoS is Detected

In the above Figure the number of packets has crossed 100 mark hence the Firewall has started to
block the packets.

In the figure below, we can see that once the number of packets reaches 100 then the IP address
of VM1 (192.168.130.135) is blocked and no more packets are incoming from it. Thus the
number of allowed packets plateaus after a point.
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Fig: Cumulative graph of allowed packets and Dropped packets

This figure clearly demonstrates how the packets gets dropped when a firewall detects DDoS.
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