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PART A: Secure file transfer between Alice (student A) and Bob (student B)

The two communicating parties for a secure file transfer are:
1. Alice_CS21IMTECH12007

2. Bob_CS21IMTECH16001

The following commands are to be run at each end of the communicating subjects with corresponding filenames until there is a mention of a

specific code to be run at only one end.

Each of the two communicating subjects generates the RSA(2048 bits) public and private key pairs with the following commands:

a. Creating private key

openssl genrsa -out key.pem 2048

b. Protecting the private key with DES-3 that requires a password to use the key

openssl rsa - key.pem -des3 -out alice private_ key.pem

c. Generating the public key (alice public_key.pem) from the private key (alice private key.pem)

openssl rsa - alice_private_key.pem -pubout -out alice_public_key.pem
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d. To view the contents of how the keys were generated

openssl rsa - alice_private key.pem -text -noout

Enter pass phrase for alice private key.pem:

RSA Private-Key: (2048 bit, 2 primes)

modulus:
00:d6:20:c6:5d:ca:80:46:53:af:ef:
b4d:ce:c6:60:56:e0:19:3f:af:c8:bl:
88:2d:9e:bb:82:25:76:7f:4d:6b:e7:
1la:9a:0a:c7:2b:38:72:bb:0a:be:93:
3f:21:ed:b4:d0:2b:35:b6:56:94:25:
73:da:a4:e0:c4:9a:65:76:68:a6:bb:
7e:0f:ea:09:36:a2:fa:3a:4d:b4:4b:
ad:4d:14:e4:03:2a:30:28:93:e4:
03:b5:64:96:ba:1d:e8:d6:9c:ad:24:
6d:52:cf:3a:a8:8c:d8:17:34:77:ad:
96:8d:8b:ec:8b:73:38:82:05:37:7a:
ef:65:b4:5e:94:8a:1c:53:e4:54:b5:
b4d:2e:21f:49:41:51:d3:88:¢c6:39:85:
44:73:ec:6a:19:64:4a:c0:ed:78:15:
7a:ad:9d:5f:74:74:3b:f7:fa:b3:c6:
2e:19:10:15:e€2:€6:17:07:17:28:5a:
04:3e€:32:b6:03:€9:e3:10:92:42:65:




06:61

publicExponent: (ox10001)

privateExponent:
00:b3:66:6a:4c:12:69:3e:82:
dc:8e:91:6e:0d:db:5b:cc:1b:
43:68:ce:60:d3:3d:87:16:48:
65:41:42:5e:74:3b:ab:04:42:
f5:04:fc:1f:4d:79:a6:5a:ca:
23:0c:c0:a1:00:89:4b:10:d5:
dl:cc:8b:8c:84:96:2f:87:cl:
37:32:29:92:81:84:3d:2d:02:
8a:71:e3:80:d5:16:52:09:db:
f9:36:1f:ae:f8:28:75:5b:2c:
d7:96:24:90:b7:79:b8:72:25:

d9:95:57:38:57:60:be:52:ce:
£1:27:88:ea:53:7e:94:6e:9f:
87:93:24:53:36:d7:5f:e7:90:
5c:6d:e6:81:d7:7a:83:66:5a:
9a:bd:a6:70:4d:41:74:16:32:
c5:3c:69:3c:df:dc:d4:1e:d2:
el:fl

00:
91:
bl:
dd:
c2:




64:
b3:
32:
78:

00:
dc:
:1f:

Sc

ca:
e4:
50:
a5:
28:
e0:

cc:
8c:
28:
73¢

e5:
25:

09:
d7:
5c:
b6:
68:
74:

exponentl:

00:
97:
34:
ce:
ea:
ad:
64:
be:
3d:

b9:
do:
2d:
31:
Cc6:
fc:
14:
bb:
04

exponent2:

00:

da:

66:4c:




10:34:53:
bc:d4:84:
9a:40:58:
b3:e6:a5:
73:97:19:
46:d5:cf:
Pe:2c:cd:
coefficient:
00:96:8a:
b2:78:27:
6l:ba:cb:
ca:31:d3:
06:25:88:
9e:74:21:
94:15:db:
cc:50:2e:
33:18:4e:

e. To view the contents of the public and private key we use the bash “cat” command:

cat alice public_key.pem

MIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEA1iDGXcqAR1OV70givhS0zsZgVuAZP6/IsToErp+ILZ67giV21f01r5+QKkeAa
mgrHKzhyuwq+k0QdvxE/Ie200Cs1t1aUJYF2Awlz2qTgxIpldmimuxbNWh5+D+0INqL60k20S8KEQUOtTRTkAyowKIPk3pAn7RADtWSW
uh30l1pytJOvbIWhtUs86qIzYFzR3rVdTZkeWjYvsi3MaggU3erWx8vnvZbRelIocU+RUtS4Q37GOLi9IQVHTiMY5hTkO+0BEc+XxqGWRK
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wO14Ffx1c536rZ1fdHQ79/qzxq4Woewu+fAVAuYXBxcoWtvO85kEPjK2A+njEJICZYRH/8AGYQIDAQAB

END PUBLIC KEY

Similarly for Bob we have:
cat bob public_key.pem

BEGIN PUBLIC KEY
MIIBIjANBgkqhkiGOweOBAQEFAAOCAQS8AMIIBCgKCAQEASWKL1m2cV6UVAFVhd6B+y9AVELSOF/3teyFvLtPoGL1St5v2yxiTkyxG501z
pkFU7N2Yn//3jVKKCC25nXF4rLs6k4TQuec20q1qVrBWrI4fYsNghHEcpKF+4FNRGQI1yuhkRwiQDSSY2qlfVNWYUq+KKEdHdyjZRsMOo

RuCL2gaffbi2s9tRK3ZrGc5D8M6/01dmUyB26IIZ180G6yQyCwPg2IHFqiEyRC8+83G+m8Du7Pz9FFKhO8DuULX1AV4s+ujUDpSXKANZq
hVVPUX1Es7v30T3cQjO+Ffbo48YG+Ed+3V7L+E]jFJ10agBZ2iwsc2I80Vf7S7Dg0tYtjI6yPjQIDAQAB
END PUBLIC KEY

So at the end of the first step, each of the communicating subjects has a pair of keys, public and password protected private key and the counter
part pubic key (as descirbed in the figure below as well). The public keys are now exchanged via email.

Srivathsa L Rao ™ Kamal Shrestha <cs21mtech16001@iith.ac.in>
&,

to Srivathsa =
tome -

Dear Alice,
Hi Bab,

Please find the public key attached herewith the email.
Kindly find the attached public key.

Best regards Sincerely,
Alice
Kamal Shrestha
Roll No: CS21MTECH16001

Disclaimer:- This footer text is to convey that this email is sent by one of the users of lITH. So, do not mark it as SPAI
Disclaimer:- This footer text is to convey that this email is sent by one of the users of IITH. So, do not mark

i alice_public_key.pem '

‘ bob_public_key.pem '



Files generated till now:

Alice CS2IMTECH12007

alice _private key.pem, alice public_key.pem, bob_public_key.pem

Bob CS21IMTECH16001

bob_private key.pem, bob public key.pem, alice public key.pem

a)

RSA (2048) alice_private_key.pem |
alice_private_Key.pem k
. l ’ alice_public_key.pem |
RSA (2048) | bob_public_key.pem
alice_public_key.pem i
. ) ¢
RSA (2048) | ) hJ !
bob_public_key.pem alice_public_key.pem |
Q bob_public_key.pem
.
RSA (2048)
bob_private_key.pem bob_private key.pem |
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Alice creates a text file named SA.key with this info <symmetric encryption algo. its parameters, and passphrase>. Bob also does the
same thing. These serve as keys for decrypting files exchanged in each way.

Now, both of the communicating parties create a file (SA.key or SB.key) containing information about the encryption algorithms, its parameter,
and passphrase so that this information can be used to communicate securely.

Creating a passphrase txt file

gedit passphrase.txt

Hi! I am Alice

Creating an Initialization Vector (IV) and Key using the passphrase that will be used in the Symmetric Encryption Algorithm (AES-CBC mode)
to encrypt and decrypt the files.

Alice’s run:

openssl enc -aes-256-cbc -pbkdf2 -k passphrase.txt -P -md sha384

salt=EAE917758FAC3AF8
key=E1DODOC702CB5329EQ88EA5A1BB35736CFIOF513DC6FF2C3885D8F2FFFOE7AOD2
iv =0878CCA96402D95542E7DAA61C605BC8

Bob’s run:
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openssl enc -aes-256-cbc -pbkdf2 -k passphrase.txt -P -md sha384

salt=1C522614E5A95E08
key=05E572E36325669247EC5A59C6368B49FDB3270F24A87CE2C59262F18721B18F
iv =8D948654B542F218C77224ABBF2F8EE7

Each of them have the key, IV and passphrase for each communicating parties, and now will create their respective SA.key/SB.key files to be
shared with each other. The files contained the following contents.

SA key
Encryption algorithm=AES-256-CBC
salt=6DC46002AADEAOB1
key=4CAB24F0C3787F8BCEB62EQ57477AE54AF53BOOB705F877A2ADOA4C8DACB2AE?2
iv =D737F2FA6448BDC39DD41FE9D96D4196

Passphrase=Hi! I am Alice

SB.key
Encryption algorithm: AES-256-CBC

salt=05CC7A860A438ABC
key=5FD990D370E815AFEF47CC5452DFB610DA8CO8D1DBFDF192019EC3EC8D962A50
iv =069BAE5053B5B297A454600C53E78A9D

Passphrase=Hi! I am Bob

10
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Now, This information is used by both the communicating parties as the sole encryption and decryption algorithm during the entire
communication. So, they need to securely send these files to their counterparts and for that, each of them:

From Alice Perspective (Same for Bob with change in filenames):
a. Sign the Digest of SA.key using Alice’s Private Key = To prove that they are the ones sending the file and not Trudy (any
intruders)
b. Encrypt with Bob’s Public Key = To make sure noone can view or tamper the contents of the file except Bob

First we create a signed digest using a hashing algorithms:

Creating Digest of the SA .key/SB.key using shal hashing algorithm:

openssl dgst -shal -out sa_digest sa.key

Output:

SHA1(sa.key)= bd8b788a0e48f88208203bb831adfd3e503a43fc

Signing the digest using Alice’s Private Key

openssl pkeyutl -sign - sa_digest -out sa sign -inkey alice private key.pem

Output of signed digest (sa_sign):

11
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D& >Qh7 %' ' QWh~

<h*Wij%

Now, Alice encrypts the file SA .key using Bob’s Public Key (which was received earlier from mail):

openssl pkeyutl -encrypt - sa.key -inkey bob public_key.pem -out encrypted _sa.key -pubin

Ouput of encrypted sa.key:

These encrypted and signed files from each communicating parties are exchanged over emails.

12



Srivathsa L Rao
tome «

Hi bob,
Please find the encrypted sa.key and sa_sign.

Best regards,
Alice

Disclaimer:- This footer text is to convey that this email is sent by one of th

2 Attachments

‘ encrypted_sa.key ' ‘ sa_sign '

Complete set of files generated till now:

Alice CS2IMTECH12007

alice private key.pem, alice public_key.pem, bob public key.pem, sa.key,sa digest, sa signh, encrypted_sa

Bob CS21IMTECH16001

bob_private_key.pem, bob_public_key.pem, alice public_key.pem, sb.key, sb _digest, sb_sign, encrypted_sb

£

Kamal Shrestha <cs21mtech16001@iith.ac.in=
tome ¥

Dear Alice,

Please find the attached files.

Sincerely,

Kamal Shrestha
Roll No: CS21MTECH16001

Disclaimer:- This footer text is to convey that this email is sent by one of the users of ||

2 Attachments

‘ encrypted_sb (1).key ' ‘ sh_sign (1)

4




The complete steps till now can be visualized in the figure below:

SALT
Random Value
l PASSPHRASE

!

Password based Key N
Derivative Function
(PBKDF-2) ) SALT, KEY, IV

'

Alice POV
,-Cl‘ [ alice private key.pem ]
' I I \- : i ] i ] 1
RSA (2048) alice_public_key.pem ]
alice_private_key.pem - T g T
b ' ! - | bob_public_key.pem J
v ! ' ko .
i '\_
RSA (2048)
alice_public_key.pem
L w,

RSA (2048)
bob_public_key.pem

N

EEEER

4

[ Ialice _|I:u|:||c_luey.p-nnlm ]

I

Password based Key N

RSA (2048) I | bob_public_key.pem Derivative Function
hob_private_key.pem : : : : (PBKDF-2) | SALT, KEY, IV
- ' ' — [ bob_private_key.pem l T T
' ' ! ! PASSPHRASE
SALT
Random Value
Bob POV

SA.key

Encryption Algo:
t

pﬁs&phrﬂs&: Hi! [ am Alice |

w

|

SB.key

Encryption Algo:
salt:

alice_private_key.pem ]
shalhash | i
—h: Digest »  Signed Digest
. ] .
T Encrypted SAkey —m—»
J | J
bob_public_key.pem l
Y
&
bob_private_key.pem ]
shalhash | : 0 )
» Digest ——%——»  Signed Digest >
0
. [
T { Encrypted SB.key

| alice_public_key.pe ]
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After completing all these steps, each of them now has respective parameters for Symmetric Algorithm (AES-CBC-256) to encrypt and decrypt
files and send over a communication channel securely.

Verification of SA key/SB.key

Now each of them will conduct the verification of SA.key/SB.key on whether it has been tampered with or not and who is it sent by.
For that, they will:

a. Decrypt the SA/SB .key file using their own private key to get the actual SA/SB.key

b. Generate the Digest from SA/SB .key file

c. Verify the signed file containing digest with the digest generated using counterpart’s public key.

From Alice’s point of view:

Decrypt the SA/SB.key file using their own private key to get the actual SA/SB.key

openssl pkeyutl -decrypt - encrypted sb.key -inkey alice private key.pem -out sb.key

Output: Contents of sb.key

Encryption algorithm: AES-256-CBC

salt=05CC7A860A438ABC
key=5FD990D370E815AFEF47CC5452DFB610DA8CO8D1DBFDF192019EC3EC8D962A50
iv =069BAE5053B5B297A454600C53E78A9D

Passphrase=Hi! I am Bob

15
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Generate the Digest from SA/SB.key file

openssl dgst -shal -out sb_digest sb.key

Output: Contents of sb_digest

SHA1(sb.key)= 10fed27669e2d5584095cb027bcbb714e6e9db84

Verify the signed file containing digest with the digest generated using counterpart’s public key.

openssl pkeyutl -verify -sigfile sb sign - sb digest -inkey bob public_ key.pem -pubin

Output:

Signature Verified Successfully

Now after completion of these steps, Alice has the SB.key sent by Bod by successfully verified and successfully checked for any sorts of
tampering.

The verification process for the corresponding SA/SB .key is shown in the figure below:
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[ alice_private_key.pem T

Alice POV SBhkey
= @i
Encryption Algo: A N
[ Signed Digest Encrypted SB.key J— s 4] shal > Digest

) ey | L !
IV:
) ﬂ ) passphrase: Hil | am Bob SB.key
| Encrypted SA.key _ . | o Encryption Algo:
| »  Signed Digest | »<_ Verification OK | sai:
bob_public_key.pem J TS?"'
passphrase: Hi! | am Bob

SAkey
] | alice_public_key.pem ’ i N v
4’[ SR DIRES ' Verification oK | Ercnpton Alge:
J key:
I:

passphrase: Hi! | am Alice

| Signed Digest | SAkey @

E Al i i

& ‘;I Encrypted SA key n::r-_.-pnnn o ——»| Digest |

[ Encrypted SB.key ] - . I'E:f_'-" shal ‘_.______. '
J T pﬁs&phrﬂs&: Hil | am Alice

Bob POV [ bob_private_key.pem 1

At this point, Alice has verified SB.key and the public key of Bob. Similarly, Bob has verified SA.key and public key of Alice.
Now they can proceed to send files encrypting with corresponding SA/SB.key parameters using Symmetric Algorithms like AES in CBC mode.

17



Alice encrypts a large file (some PDF) with SA.kev and sends it along with a signature to Bob so that he could decrypt it with the same
SA.key and verify it indeed came from Alice. Similarly, Bob should send some large files securely to Alice without any tampering.

Each of the communicating parties will now use the counter-parts SA/SB.key to encrypt the large file. After the encryption, they will also sign
the files using their own private key to send the signed and encrypted files over the communication channel (mail).

ENCRYPTION

Alice will be using SB.key to encrypt a PDF format file named: L4.pd

Reference: Output of SB.key
Encryption algorithm: AES-256-CBC

salt=05CC7A860A438ABC
key=5FD990D370E815AFEF47CC5452DFB610DA8CO8D1DBFDF192019EC3EC8D962A50
iv =069BAE5053B5B297A454600C53E78A9D

Passphrase=Hi! I am Bob

Encrypting L4.pdf using SB.key

openssl aes-256-cbc -K 5FD990D370E815AFEF47CC5452DFB610DA8CO8D1DBFDF192019EC3EC8D962A50 -iv
O69BAES5053B5B297A454600C53E78A9D - L4.pdf -out encrypted L4.bin

Generate the digest of the large file

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

openssl dgst -shal -out file-digest L4.pdf

18
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Signing the encrypted file with Alice’s Private key

openssl pkeyutl -sign - file digest -inkey alice_private key.pem -out sign file

Bob will be using SA.key to encrypt a PDF format file named: L3.pdf

Reference: Output of SA.key

Encryption algorithm=AES-256-CBC

salt=6DC46002AADEAGB1
key=4CAB24F0C3787F8BCEB62EQ57477AE54AF53BOOB705F877A2ADOA4C8DACB2AE2
iv =D737F2FA6448BDC39DD41FE9D96D4196

Passphrase=Hi! I am Alice

Encrypting L3.pdf using SA key

openssl aes-256-cbc -K 4CAB24FOC3787F8BCEB62EQ57477AES54AF53BOOB705F877A2ADOA4C8DACB2AE2 -iv
D737F2FA6448BDC39DD41FE9D96D4196 - L3.pdf -out encrypted_L3.bin

Generate the digest of the large file

openssl dgst -shal -out file-digest L3.pdf

Signing the encrypted file with Alice’s Private key

openssl pkeyutl -sign - file digest -inkey bob_private key.pem -out sign file

19



Indian Intitute of Technology Hyderabad

These encrypted and signed files are now shared via the communication channel, mail.

. ﬂ Kamal Shrestha <cs21mtech16001@iith.ac.in>
Srivathsa L Rao & tomew
tome - Hi Alice,
Hi Bob, Kindly find the attached encrypted lecture file and signature.
Kindly find the attached encrypted lecture file and signature. Best Regards,
Bob
Best Regards, .
Alice
Sincerely,

Disclaimer:- This footer text is to convey that this email is sent by one of the users of IITH. S
Kamal Shrestha

Roll No: CS21MTECH16001

2 Attachments , , . .
Disclaimer:- This footer text is to convey that this email is sent by one of the users of IITH. So, do

2 Attachments

‘ 1_sign ' . encrypted_1.bin '
‘ encrypted_2.bin ' . 2_sign '

20



DECRYPTION
Alice will be using SA.key to decrypt a PDF format file named: L3.pdf

Reference: Output of SA.key
Encryption algorithm=AES-256-CBC

salt=6DC46002AADEAOB1
key=4CAB24F0C3787F8BCEB62EQ57477AE54AF53BOOB705F877A2ADOA4C8DACB2AE2

iv =D737F2FA6448BDC39DD41FE9D96D4196

Passphrase=Hi! I am Alice

Decryption

openssl aes-256-cbc -d -K 4CAB24F0C3787F8BCEB62EQ57477AE54AF53BOOB705F877A2ADOA4C8DACB2AE2 -iv
D737F2FA6448BDC39DD41FESD96D4196 - encrypted_L3.bin -out L3.pdf

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Generating the digest

openssl dgst -shal -out L3 digest L3.pdf

Verifying the digest

openssl pkeyutl -verify -sigfile L3 sign - L3_digest -inkey bob_public_key.pem -pubin

Signature Verified Successfully

21
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Bob will be using SB.key to decrypt a PDF format file named: L4.pd

Reference: Output of SB.key
Encryption algorithm: AES-256-CBC

salt=05CC7A860A438ABC
key=5FD990D370E815AFEF47CC5452DFB610DA8CO8D1DBFDF192019EC3EC8D962A50
iv =069BAE5053B5B297A454600C53E78A9D

Passphrase=Hi! I am Bob

Decryption

openssl aes-256-cbc -d -K 5FD990D370E815AFEF47CC5452DFB610DASCOSDIDBFDF192019EC3EC8DI62A50 -iv
P69BAE5053B5B297A454600C53E78A9D -in encrypted L4.bin -out L4.pdf

Generating the digest
openssl dgst -shal -out L4 _digest L4.pdf

Verifying the digest

openssl pkeyutl -verify -sigfile L4 sign - L4 digest -inkey alice public key.pem -pubin

Output:

Signature Verified Successfully

In this way, Alice and Bob has successfully sent an encrypted file over communication channel and verified its integrity and source.

22



nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

passphrase: Hi! | am Bob

‘ alice_private_key.pem ‘] o
T i u shal |
Encryptian Algo: ! —» Digest Verification
salt: | e
key: | [
|~.f:jf i =

SAkey

Encryption Algo: V’
salt

key:
I
passphrase: Hil | am Alice

Bob POV

DECRYFTION

ENCRYPFTION

The complete workflow for PART A can be found here: PART A

23


https://drive.google.com/file/d/1NfnkSgJS6rnHYXWk3AWSlG1pcpTu0OaF/view?usp=sharing

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Part B: Alice (Browser), Bob (webserver), and Charlie (Root CA)

Charlie (one of the TAs of this course) generates a self-signed certificate named charlie-ca.pem or charlie-ca.crt as s/he is the root CA.

Alice (Kamal Shrestha), has received the self-signed certificate from Charlie (Root CA/ TA).
CA's certificate Inbox X

Snigdha Snigdha
tome =

Kindly find the attachment

Disclaimer:- This footer text is to convey that this email is sent by one of the users of IITH. So, do not mark it as SPAM.

n charlie-ca.crt.pem '

24
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CA, Charlie.

Generating Certificate Signing Request

openssl req -newkey rsa:2048 -nodes -keyout bob public_key.key -out bob.csr -config caconfig.cnf -regexts v3_req

Output: Contents of CSR
@exu2/gUNENOB+EZFOVIQJeg5jAwOAT3DMWTAEKF
VwIDAQABoFwwWgYJKoZIhvcNAQkOMUGWSzAIBgNVHRMEAjAAMASGA1UdDWQEAWIF
4DAxBgNVHSUEKjAoBggrBgEFBQcDAQYIKwYBBQUHAWIGCCsGAQUFBWMDBgEgErBgEF
BQcDBDANBgkqghkiGOwOBAQsFAAOCAQEA3pLMGZ52LKXdKpgq2di89UAqIpcC6HQDX
OFSRNR6EQDW8XLhCz/VNiqSooHW+GRrI1BTsIjxmC852794sWk3BhS3701iteAqi
SM6ZHITI6L798xqgQOwWPFI4E3tXwYZeFZGTRUS1BUQexJtMkgNHFAMMFWiscCpar
gnBOhbLmA8c6vjDPH1sMOyDrv3Bnx3Icjn7wYuFuieBlbPau8TSOVtHhON5QGp+z
A9JERMN17Z06zhxDrHsvs2pvByjFjEdwWOmTdX/XInKE7uWMnOHppkekN3zwl7iG
wjq8qbVjVyIMqdGArsY+vo/FZzwyvRAa2/b9ZgfWjSyodEMyCAAS8A==
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Screenshot of the contents of CSR

KV

Certificate request
Identity: KV

~ Details

Subject Name
C (Country): IN
ST (State): Karnataka
L (Locality): Bangalore
O (Organization): IITH NS std
CN (Common Name): KV
EMAIL (Email Address): cs21mtech12007@iith.ac.in

Certificate request
Type: PKCS#10
Version:

Public Key Info

Key Algorithm:

Key Parameters:

Key Size:

Key SHA1 Fingerprint:

Public Key: 01 6B C2 43 F7 C2 CC 76 6C C9 CB 4E 98 EC 24 EF 50 58 9C BB 47 70 99 6E E6 69 D9 14 OF 9F 9A C4 6C 10 6F 23 47 OE 21 06
42 4E 53 A9 A5 16 D6 96 1B 5E D4 88 53 1B C9 DE 39 16 C3 ©C 48 F8 94 FD 19 AB 2E FA F2 B5 4A 2D OF 3E 10 41 FD @D CF 7D
D5 D5 2B CO BA 5E FD 9D F1 8C OE 15 E7 E1 B7 41 9B C7 C2 02 35 60 6F 47 28 00 2F 6A 7A 81 60 96 CB BA 45 24 FE CE 2C 6D
62 6E AD 92 D3 2D 22 30 7A F8 C5 87 56 26 AB F9 ©7 49 D3 C8 Al E9 16 D8 B5 92 D1 EC 6E DB F8 14 34 43 74 07 E1 19 14 E5

Basic Constraints
Certificate Authority:
Max Path Length: Unlimited
Critical: No

Key Usage

Usages: Digital signature +
Key encipherment

Critical: No

Extended Key Usage

Allowed Purposes: Server Authentication +!
Client Authentication +!
Code Signing +!
Email Protection

Critical: No

Signature

Signature Algorithm:  1.2.840.113549.1.1.11

Signature Parameters: 05 00

Signature: DE 92 CC 19 9E 76 2C AS DD 2A 9A B6 76 2F 3D 50 OA 89 A5 CO BA 1D 00 D7 A© 54 91 35 1E 84 40 3C 3C C4 B8 42 CF F5 4D 8A A4 A8 A@ 7C 3E 19 1A C8 94 14 EC 22 3C 66 0B CE 76 EF DE 2C 5A 4D
Cl 85 2D FB D2 58 AD 78 BGA A2 B0 CE 99 1C 84 C8 E8 BE FD F3 1A AD 43 DC OF 14 9E 04 DE D5 F0 61 97 85 64 64 D1 51 2D 41 51 ©7 B1 26 D3 24 80 D1 C5 74 C3 05 5A 2B 1C OA 96 AB AA 70 4E 85
B2 E6 03 C7 3A BE 30 CF 1F 5B OC 3B 20 EB BF 70 67 C7 72 1C 8E 7E FO® 62 E1 6E 89 E@ 65 6C F6 AE F1 34 8E 56 D1 E1 3A 7E 50 1A 9F B3 03 D8 C4 44 C9 E5 ED 93 BA CE 1C 43 AC 7B 2F B3 6A 6F




This CSR is now sent to the CA to get it certified and Bob will be receiving the certificate signed by CA.

NS assignment B inbox

e Srivathsa L Rao Yesterday
to Snigdha ~

Hello,

tome v

% * Snigdha Snigdha vesterday PR

. Kindly find the certificate.
< . Also share the email id of your teammate

Show quoted text

Our group number is #4 in the google sheets. | am

Srivathsa and my teammate is Kamal.
| have attached the csr.

Kindly let us know about any changes.

Best Regards

Srivathsa L Rao

‘ bob.csr

Show quoted text

Disclaimer:- This footer text is to convey that this
email is sent by one of the users of IITH. So, do not
mark it as SPAM.

| 4=

’) Disclaimer:- This footer text is to convey that this email
is sent by one of the users of IITH. So, do not mark it as
SPAM.

‘ bob-browser.crt i Jl
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Contents of the bob-browser.crt

MITIE5jCCAs6gAwIBAgIUbSOHElopHWPWB65I7etNUdC+1i2wwDQYJIKoZIhvcNAQEL
BQAwgYcxCzAIBgNVBAYTAk1OMRIWEAYDVQQIDA1UZWxhbmdhbmEXEzARBENVBACM
C1NhbmdhcmVkZHkxDTALBgNVBAOMBE 1JVEgxDDAKBgNVBASMAGNTRTEQMA4GALUE
AwwHUM9VvdFIDQTEgMB4GCSqGSIb3DQEJARYRY2hhcmxpZUB1bWFpbC5jb20wHhcN
M3j IwMjA1MDQYNTAIWhcNMz IwMjAZMDQyNTA1W]CBgjELMAKGALUEBhMCSU4XEFAQ
BgNVBAgMCUthcm5hdGFrYTESMBAGALUEBwWwIQmFuZ2Fsb3J1MRQWEgYDVQQKDALJ
SVRIIESTIHNOZDELMAKGAIUEAWWCS1YXKDAmBgkqhkiGOwOBCQEWGWNzM]jFtdGVj
aDEyMDA3QG1pdGguYWMualW4wggE iMAOGCSqGSIb3DQEBAQUAA4IBDWAWEEEKAOIB
AQDty70FQEhE89hY9SkZAWVCQ/fCzHZsyctOmOwk71BYnLtHcJlu5mnZFA+fmsRs
EG8jRw4hBrKcgDwF2Z4AwnVotvgkcels1Fk97FBCT10ppRbW1lhtelIhTG8neORbD
DEj41P0Zqy768rVKLQ8+EEHIDCc99qGMsCNFRYL21YoKYiqwvSDFeLAAQUtXVK8C6
Xv2d8YwWOFefhtOGbx8ICNWBVRYgAL2p6gWCWy7pFIP70LG2zuTKuY6Gq5BrvCuEc
0TQJOXrR7bBjYm6tktMtIjB6+MWHViao+QdI08ih6RbYtZLR7G7b+BQOQ3QHARKU
5UhA16DmMDA4BPcMzBMASQVXAgMBAAG) TTBLMDEGA1UdJIQQgMCgGCCsGAQUFBWMB
BggrBgEFBQcDAgYIKwYBBQUHAWMGCCSsGAQUFBWMEMAKGA1UdEWQCMAAWCWYDVROP
BAQDAgXgMAOGCSqGSIb3DQEBCWUAAAICAQCKPTkpkh4l+qZ254Es+pvC+tNQQ4AtE
vqlQ7LKSbasXPG4sRFHfSCkOImTMxdfPONWE6TZzzud6gCSwal980v3kZG5bNw79m
nZQJ+F18mareCXvfj2e7Lr+963Gky00@sFrn7CsNCon10Ua64UosS3/6dY2KWb800
mwn9FPaMgGMkeV3oQrexPV7ZN4v1gDm+8YuI46goUYIOTFT8iBfIkINiPIOk8z1/
xIEAmcUzGEaz+hIv9+FRbv/BaF3nDpOYiFoPbjV+DFz2eFS9Gg06UGBdA+SFMI26
cmWH1kn1C81i1eYCD9wnbPGNemvBXxBA817p8h/eljOH1+WvY8LWEOaX0zHm1xJGo
1GV1wo]jjueORTYy6SFFaY3JCjdIgN7h799B70WAWSF jfINeU+ybi2r537zMFDaWZC
7KIVPYSIXcT1lqoLUTKCx4jZ72ghaAEb1EhnXeJOOF8NXdAESpwWNVhhij@j/pHgOe7
zrdzhOxelkK4tyolp6Ccy+YLtyEKAKHbmcABw1LTpQajK+4/Wdcn6kIpFWZNRDT5S
4PuNgVUe5txNvN99/ZxZPq5y+V5Y+MM1jyEV6bZUrRLtKRZ16ILPgPs8Yo0toF34
bbgtMouYPB28Hi+CRVi3NOPRirL5RU/NnQu9I9uGo06peszj4TqldgFpsC4qPRTQN
6XAWRR+8hAr6AA==




Screenshot of the bob-browser.crt

KV
Identiky: KV
Verified by: Root_CA
Expires: 3/2/32

~ Details

Subject Name
C (Country):
ST (State):
L (Locality):
O (Organization):
CN (Common Name):
EMAIL (Email Address):

Issuer Name
C (Country):
ST (State):
L (Locality):
O (Organization):
OU (Organizational Unit):
CN (Common Name):
EMAIL (Email Address):

Issued Certificate
Version:
Serial Number:
Not Valid Before:
Not Valid After:

Certificate Fingerprints
SHAT:
MDS5:

Public Key Info
Key Algorithm:
Key Parameters:
Key Size:
Key SHA1 Fingerprint:
Public Key:

Extended Key Usage
Allowed Purposes:

Critical:

IN

Karnataka

Bangalore

IITH NS std

KV
cs21mtech12007@iith.ac.in

IN

Telangana
Sangareddy

IITH

CSE

Root_CA
charlie@email.com

3

6D 23 87
2022-02-05
2032-02-03

03 DA EO
67 7B DD

Server Authentication +
Client Authentication +!
Code Signing +!

Email Protection

No

43 F7 C2 CC 76 6C C9 CB 4E 98 EC 24 EF 50 58 9C BB 47 70 99 6E E6 69 D9 14 OF 9F 9A C4 6C 10 6F 23 47 BE 21
53 A9 A5 16 D6 96 1B 5E D4 88 53 1B C9 DE 39 16 C3 OC 48 F8 94 FD 19 AB 2E FA F2 B5 4A 2D OF 3E 10 41 FD @D
D5 2B CO BA 5E FD 9D F1 8C ©E 15 E7 E1 B7 41 9B C7 C2 02 35 60 6F 47 28 00 2F 6A 7A 81 60 96 CB BA 45 24 FE
62 6E AD 92 D3 2D 22 30 7A F8 C5 87 56 26 A8 F9 ©7 49 D3 C8 Al E9 16 D8 B5 92 D1 EC 6E DB F8 14 34 43 74 07
01




Extended Key Usage
Allowed Purposes:

Critical:

Basic Constraints
Certificate Authority:
Max Path Length:
Critical:

Key Usage
Usages:

Critical:

Signature
Signature Algorithm:
Signature Parameters:
Signature:

Now Bob has received the Certificate for the CSR he submitted to the CA.

Server Authentication «!
Client Authentication +
Code Signing «!

Email Protection

No

No
Unlimited
No

Digital signature <!
Key encipherment

No

1.2.840.113549.1.1.11
[:1¢]
3D 29 92 1E
79 96 CD

6 8C 80 63 24 D1
68 0E 93
(=1 6B D8
43 66 42 EC
B7 2A 25 A7
c3 21

F8 4 5D

secure connection.

The Certificate has been signed by the CA and can be now used to establish a

Now, the only thing left is for Alice verify that the certificate that bob is using for his webserver is valid.
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W

Indian Intitute of Technology H iderabad

ets charlie-ca.crt over email from Charlie and bob-browser.crt over email from Bob and verify that Bob's certificate is valid and

signed by the root CA, Charlie. Comment on whether Bob's cert is of type X.509 V3, what is the serial no assigned, and what are the ke
usages/constraints associated with the cert.

Alice (Kamal Shrestha) receives the certificate (bob-browser.crt) from Bob (Sri Vathsa L. Rao) and CA's Certificate from TA.

Srivathsa L Rao &:14pm PE ' . g

& Rarndl & : CA's certificate = inbox x
From Srivathsa L Rao - cs21imtech12007T@iith.ac.in Snigdha Snigdha
To Kamal Shrestha - cs2imtech16001@iith.ac.in to me -
Date & Feb 2022, &:14 pm Kindly find the attachment

See security details

Disclaimer:- This footer text is to convey that this eme
Dear Bob,

I have attached the browser certificate with this email.

Best Regards,
Alice

Show quoted text

‘ charlie-ca.crt.pem '

| 4=
>

‘ bob-browser.crt
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Verification of Certificate

openssl x509 -verify -CAfile charlie-ca.crt.pem bob-browser.crt

bob-browser.crt: 0K

||

Contents of bob-browser.crt

openssl x509 -text -noout - bob-browser.crt

QOutput:

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
6d:23:87:12:5a3:29:1d:63:10:07:ae:48:ed:eb:4d:51:d0:be:8b:6¢
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = IN, ST = Telangana, L = Sangareddy, O = IITH, OU = CSE, CN = Root CA, emailAddress = charlie@email.com
Validity
Not Before: Feb 5 04:25:05 2022 GMT
Not After : Feb 3 04:25:05 2032 GMT
Subject: C = IN, ST = Karnataka, L = Bangalore, O IITH NS std, CN = KV, emailAddress = cs21lmtech12007@iith.ac.in
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)
Modulus:
00:ed:cb:b3:85:40:48:44:13:d8:58:15:29:19:01:
6b:c2:43:f7:c2:cc:76:6c:c9:cb:4e:98:ec:24:ef:
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Signature Algorithm:
:3d:
43:
48:
09:
f8:
c8:
df:

8a

50:
df:
ao:
09:
a4:
12:

50:
c4:
9ar
50:
GOk
b5:
d7:
00:
e7:
6a:
32:
7a:
c5:
Sk
48:
05:

58:
6cC:
00:
42
de:
4a
di:
34:
el:
7a:
ae:
di:
87:
di:
40:
57

Exponent:
X509v3 extensions:
X509v3 Extended Key Usage:
TLS Web Server Authentication,
X509v3 Basic Constraints:
CA:FALSE
X509v3 Key Usage:
Digital

f9:

8b

29:
2c:
59:
ed:
fe:

29:
144
Qe:
la:
VAGE
2c:
9d:

92:
be:
26:
d7:
99:
16:
63:

9c:
10:
c2:

:de:

BOE

:2d:

60:
52:
b7
81:
63:
ed:
56:
ec:
97/ ¢

655

bb:
6f:
75:
53:
16:
of:
bd:
d5:

141

60:
2llg
bo:
PAK
6e:
ao:

37

47:
23
68:
ag:
c3:
3e:
a5:
d5:
9b:
96:
aa:
63:
as8:
db:
e6:

70:

147
:f8:

b6
as5:
0c
10
62:
2b:
c7:
cb:
e4:
62:
f9:
8:
30:

99:
Oe:

16:

:48:
141

82:
co:
c2:
ba:
1@
be:
07:
14:
30:

(0x10001)

TLS Web Client

Authentication, Code Signing, E-mail Protection

Signature, Non Repudiation, Key Encipherment

le:
ad:
64:
df:
EER
b9:
62:

25

50:
cc:
Qe:
4.
fb:
96:

c3
ca

a6:
b2:
d7:
79:
7b:

76:
92:
cf:
19:
df:
242
:34:

e7:
6d:
4.
1b:
8f:
a2:
9b:

81:
ab:
d5:
96:
67:
7d:
09:

2cC

17:
84:
cd:
bb:
74:
fd:

sha256WithRSAEncryption
:fa:
ec:
c5:
bf:
09:
Qa:
6f:

:fa:
3c:
e9:
c3:
2e:
51:
14:

9b:
6e:
fc:
bf:
bf:
ae:
f6:

c2
2c

f3:
66:
bd:
b8:
8c:

:fa:
144
bb:
9d:
e8:
52:
80:

d3:
51:
8e:
94:
91:
8b:
63:




As we can see from the above output, the version of Bob’s certificate is:

Version: 3 (0x2)

assigned serial number is :

6d:23:87:12:5a:29:1d:63:10:07:ae:48:ed:eb:4d:51:d0:be:8b:6cC

and key usages and the constraints associated are:

34
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X509v3 extensions:
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication, Code Signing, E-mail Protection
X509v3 Basic Constraints:

CA:FALSE
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment

The entire process of requesting for a certificate and its verification is shown in the figure below:

The complete workflow for PART B can be found here: PART B
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https://drive.google.com/file/d/1NfnkSgJS6rnHYXWk3AWSlG1pcpTu0OaF/view?usp=sharing

bob_public_key.pem

N

|

]

bob_private_key.pem

|

Bob Browser

()
-

E!Ih

CSR 0

bnuntry:

Orgamzation: | _I:I
CMISANS: -_/v

| bob_public_key.pem ‘

i

Request for Digital Certificate

CSR

Cnuntry:
Organization:
CMNISANS:

Certificate

| bob_public_key.pem ‘

Signing Reguest
{CSR) .

Certificate Authority (Self Signed)

CSR O

Country:

Organization:
CMN/SANS: | _=/‘r

DC

x

| bob_public_key.pem ‘

Verification of Digital Certificate

}@4

Digital Certificate
Signed By CA

CA's Cerﬂfil;atea

;Cfountry:
Organization:
CN/SANS: | _:/r

[ CA_public_key.pem ]

OK
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PLAGIARISM STATEMENT

1 certify that this assignment/report is my own work, based on my personal study and/or research and that [ have acknowledged all material and sources used
in its preparation, whether they be books, articles, reports, lecture notes, and any other kind of document, electronic or personal communication. I also certify
that this assignment/report has not previously been submitted for assessment in any other course, except where specific permission has been granted from all
course instructors involved, or at any other time in this course, and that I have not copied in part or whole or otherwise plagiarised the work of other students
and/or persons. I pledge to uphold the principles of honesty and responsibility at CSE@IITH. In addition, I understand my responsibility to report honor
violations by other students if [ become aware of them.

Name: Kamal Shrestha, Srivathsa L. Rao
Date: Feb 6, 2022
Signature: K.S., S. L. R.
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