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PART-A

1. Pre-Requisites
1.1. Setting up stand-alone Wi-Fi AP

We used a smartphone to create a hotspot with WPA2-PSK security named:
ES18BTECH11019

1.2. Disabling the Network Manager
First and Foremost thing to do, is to disable the network manager so that it won’t interfere
while performing deauth attack by changing channels.

sudo systemctl stop NetworkManager.service

1.3. Enabling Wi-Fi radio in monitor mode at specific channel
To enable the Wi-Fi interface card in the monitor or promiscuous mode we followed the
following steps:

1. First we checked what is the name of the Wi-Fi interface card using the following
command:

ifconfig

As we can see the name of the Wi-Fi interface as : “wlp0s20f3”

2. Now, to enable the Wi-Fi radio in monitor mode we use the following command:

sudo airmon-ng start wlp0s20f3





2. Capturing Wi-Fi MAC packets of specified SSID using wireshark
Now that our Wi-Fi radio is setted in monitor mode, we will now start wireshark and start
capturing packets.

As you can see there are a lot of beacon frames sent by the AP: ES18BTECH11019, which means that it
is ready to connect to any client that sends a probe response.

Using the airodump-ng we have checked the corresponding MAC address of our AP.

sudo airodump-ng wlp0s20f3monmon

3. Deauthenticating client
3.1. We used the following command to de-authenticate the client.

sudo aireplay-ng -0 <number_of_requests> -a <AP_MAC> -c <Client's MAC>

<WIfi Interface>

3.2 We can see in wireshark that the client got de-authenticated.



The client now again enters the password to reconnect to the AP and hence we captured the four-way
handshake messages shown in the screenshots below,



4. Password Cracking
Now we use the following aircrack-ng command which takes the password list and pcap file as

arguments and tries to crack the password based on them.

sudo aircrack-ng -w password.lst.1 -b <AP_MAC> <PCAP File>

For the password list we used the default aircrack-ng’s test password list from github. When the password
for the WiFi AP does not match with any of the passwords in the password list, the command outputs that
it is not able to crack the password.

https://github.com/aircrack-ng/aircrack-ng/blob/master/test/password.lst


Failure

Success

We modified the list with the original password and by entering the same command as above aircrack-ng
is able to crack the master key, transient key and HMAC.



5. Targeting a victim AP in neighborhood
We will be now repeating all the steps that we performed earlier for cracking WPA2-PSK
Passphrase of a victim AP in the neighborhood.

As shown in the list of available APs we will be targeting the AP named as “Godfather”.

5.1. Disabling Network interface
The first thing is to disable the network interface so that it prevents switching of
channels, as mentioned earlier.

sudo systemctl stop NetworkManager.service

5.2. Switching the Wi-Fi radio in monitor mode at a specific channel
Now we will switch the wireless radio in the monitor mode so that we can capture all the
packets.
We will first start the radio without specify any channels.

sudo airmon-ng start wlp0s20f3



Then we will start capturing the packets and see in which channel is the target AP
operating in.

sudo airodump-ng wlp0s20f3mon

As we can see from the figure above,

The AP “Godfather” is operating in channel 3 and the BSSID is
C0:06:C3:F7:91:38

We now will start our monitor mode in a specific channel: channel 3 using the following
command and start capturing packets using wireshark through the monitoring interface.



sudo airmon-ng start wlp0s20f3 3

5.3. Launching the Deauthentication Attack
Now, to launch the deauthentication attack, we will analyze the captured packets for the
target AP and find a potential client to launch the deauthentication attack on. The main
idea for launching the deauthentication attack is to force the potential victim client to
have a fresh handshake.

Here, we will be launching the attack on the client with MAC address:
08:25:25:a9:70:26, as the client was fairly active and there were a lot of packets
destined to this client from AP.
So, with a hope that this client reconnects to the AP after being disconnected, we are
launching the deAuth attack with the following command:

sudo aireplay-ng -0 1 -a C0:06:C3:F7:91:38 -c 08:25:25:a9:70:26

wlp0s20f3mon



As we an see from the figure above, there are a lot of deAuth packets being sent to the
targeted AP.
With this now, the potential victim client might have disconnected and will hopefully
retry to connect again.

5.4. Capturing the packets while the target reconnects

Now, we will keep our packet capture on and wait for the potential victim client to
reconnect to the AP again so that we can capture the handshake.

The WPA2- Authentication and Handshake messages should have the following:
1. Probe Request/ Response
2. Authentication Request / Response
3. Association Request / Response
4. Key Exchange (including all the  4 messages), 4-way handshake.



As we can see from the figure above, all the messages are captured in the pcap trace. We can now use this
trace, more specifically the handshake messages to crack the passphrase. A more detailed view of the
above packets containing keys can be seen below:



5.5. Cracking the WPA2-PSK passphrase using a password list

5.5.1. Failure
Now that we have a fresh handshake captured, we can start performing brute-force attack on it to crack
the password based on the concept of the above pesudo-code. An instance of failure and successful
matching of password using aircrack-ng is shown above.

5.5.2. Success
Similarly, we have an instance of successfully password found using aricrack-ng as well as shown below:



6. The four way handshake process occurs as follows:

1. Initially the access point transmits an ANonce key to the client.
2. The client then constructs its SNonce, along with the Pairwise-Transient-Key (PTK), and then

submits the SNonce and Message Integrity Code (MIC) to the access point.
3. Next the access point constructs the Group-Temporal-Key, a sequence number that is used to

detect replay attacks on the client, and a Message Integrity Code (MIC).
4. Lastly the client then sends an acknowledgement (ACK) to the access point.

While cracking password aircrack-ng checks whether the MIC from the pcap file and the MIC
generated from the passphrase match. If they match it outputs all the keys and the passphrase else
it loops for every password in the list.

The pseudo-code is given below:

import hmac
import hashlib
import binascii
from pbkdf2 import PBKDF2

def password_cracker(password_list: list, pcapFile) -> List[str]:
"""
This function will take a list of passwords and a pcap file as input.
It will then attempt to crack the wifi password using the pcap file.
It will return the password that was cracked.
"""
ssid, ap_mac, s_mac, anonce, snonce , mic_original = pcapFile.parseInfo()
key_data = min(ap_mac, s_mac) + max(ap_mac, s_mac) + \

min(anonce, snonce) + max(anonce, snonce)
pke = "Pairwise key expansion"
key_data = min(ap_mac, s_mac) + max(ap_mac, s_mac) + \

min(anonce, snonce) + max(anonce, snonce)
for password in password_list:

PMK = PBKDF2(passphrase, ssid, 4096).read(32)
PTK = PRF512(PMK, PKE, key_data).encode("hex")
KCK = PTK[:16]
mic_calculated = HMAC_MD5(KCK)
if mic_calculated == mic_original:

return [password,mic_calculated,PMK]

return []



Time Complexity: , where𝑂(𝑛 * 𝑑𝑘𝐿𝑒𝑛 * 𝑖𝑡𝑒𝑟)
n       : number of passwords in dictionary
dkLen: desired bit-length of derived key in PBKDF2 algorithm
iter     : No. of iterations in PBKDF2 algorithm

Space complexity: as we aren’t using any new data structures.𝑂(1)



PART-B

1. IITH AP & RSN IE
The BSSID of IITH’s AP to which our client is connected to is:

BSS Id: Cisco_c0:1c:90 (7c:95:f3:c0:1c:90)
In 802.11 management frames, the RSN-IE (Robust Security Network Information Element) is an
optional variable-length field which is present in the following frames [4],
1. Beacon frames.(sent by AP)
2. Probe Response frames.(sent by AP)
3. Association Request frames.(Sent by Client)
4. Reassociation Request frames (Sent by client)

Below is a beacon frame captured in wireshark. I filtered it using,

(wlan.fc.type == 0)&&(wlan.fc.type_subtype == 0x08)

As you can see below both Group & Pairwise cipher is CCM-AES (00-0F-AC-04) & AKM suite
is 00-0F-AC-01 (802.1X)



2. Client Identification & Handshake messages
The MAC address  of our client is: XiaomiCo_a9:70:26 (08:25:25:a9:70:26) and EAP identity
value is cs21mtech16001

The Null Authentication,801.1x authentication and 4-way handshake messages are shown below:



3. 802.1X Authentication

IITH authentication uses EAP-PEAP. EAP-PEAP (Protected Extensible Authentication
Protocol), creates an encrypted TLS tunnel within which the supplicant’s inner identity is validated.
Sometimes it is referred to as EAP within EAP. There are 3 major versions of PEAP. [5]

1. EAP-PEAPv0(EAP-MSCHAPv2)
2. EAP-PEAPv0(EAP-TLS)
3. EAP-PEAPv1(EAP-GTC)



4. Message Flow Diagram  & Uses of UID/PWD by AS
The following is the call flow in PEAP phase 2 where UID is used by AS,
1. AS requests the real identity of the supplicant.
2. The supplicant responds with the inner identity, which is the real username.
3. AS sends an EAP request with challenge
4. Supplicant sends an EAP response with hashed challenge response.
5. AS send an EAP request with EAP-MSCHAPv2 success.
6. Supplicant sends an EAP response with ACK.

Once Phase 2 completed, TLS tunnel will be torn down & AS send RADIUS Access Accept msg
where Authenticator sends it to Supplicant as “EAP-Success” (or EAP-Failure). Then 4-Way
Handshake EAPOL-Key exchange (M1-M4) occurs.



Message Flow Diagram [5]

5. Wrong Password Case
If we enter a wrong password the EAP authentication fails with error code and it doesn’t continue
with the 4-Way Handshake. Screenshots are attached below.



Success:

Failure



6. Management Frames Protection
No, IITH doesn’t protect management frames. They are generally not protected for compatibility

reasons. There are a total of 12 kinds of Management Frame Subtypes [6] and I have used an
Authentication filter to display the screenshot.

(wlan.fc.type == 0)&&(wlan.fc.type_subtype == 0x0b)

7. Password Cracking in WPA2 Enterprise
We can capture the eapol messages for an enterprise network but it will be useless because the ptk
is derived from MSK (which is impossible for offline dictionary attacks to guess). Hence offline
dictionary attacks are not possible on enterprise networks.

8. Attacks possible on WPA2-EAP
As we have seen in the question above, Evil Twin Attack is possible. EAP,GTC downgrade
attacks and several MITM attacks are also possible [8]. To mitigate these attacks users must only
trust valid certificates and cautiously connect to WiFi APs.

9. Authentication of IITH-Guest
IITH-Guest network works according to WPA2-PSK which doesn't involve authentication with an
authentication server like LDAP. The authentication is done by the AP itself before the exchange of 4-way
handshake which is a simple NULL authentication request and response exchange with unicast packets.



This authentication is always supposed to be successful, as the successful or failure matching of the Wi-Fi
password is validated during the 4-way handshake only (validation of MIC by AP after message2).

The same we can see in the figure above. The authentication between the AP and Client is taking place
using the “Open System” authentication mechanism with Vendor specific tagged parameters. Open
system because the AP allows all the clients to connect to it.
Moreso, the password of the IITH Guest Network is mentioned in the SSID itself like an Open Network
with Password, which allows any and all the clients to connect to the network successfully. Being in the
network means an attacker can eavesdrop (capture, record and analyze) on incoming and outgoing packets
(traffic) for exchange of any private, sensitive and important information or launch ARP spoofing attacks.

Also, with the password clearly, available, the attacker can create an evil twin of the same network in
some other channel, deAuth the client from the original AP and force the clients to connect to its evil twin
in different channel to successfully launching Man-in-the-middle, Denial of service or impersonation
attack. The attacker can create multiple TLS connecting pipes (client to attacker and attacker to server) to
compromise the entire encrypted exchange of messages.

The naive way to prevent such an attack into the network is to not broadcast the password of the network
in the SSID itself. This limits some of the foreign entities into the network but it is not enough.



A more secure form of mitigating such attacks is to install WPA2-Enterprise with active verification
(802.1X authentication) using an authentication server where a different passphrase is dedicated to each
individual. This authentication only allows access to individuals with a dedicated username and
corresponding passphrase to generate the PMK and eventually a PTK.

10. Entering Wrong Password while connecting to IITH Guest Wi-Fi Network
a. Connecting with Correct Password

b. Connecting with Wrong Password

c. Difference between them
As we can see from the two screenshots above, in the case of failure of password authentication in
IITH-Guest we are only receiving Msg1 and Msg2 whereas in the successful authentication we are
receiving all four messages from 1 to 4 which is because Msg1 is sent from AP to client and Msg2 is sent
from client to AP which contains the MIC. Incase of failure, this message integrity code is not validated at
the AP because of which the AP sends a deauthentication msg to the client and connection fails.



d. Difference of call flows between IITH-Guest and IITH Wi-Fi Network
The IITH Wi-Fi network works on WPA-Enterprise whereas the IITH-Guest Network works on the
WPA-PSK. The call flow of the IITH Wi-Fi Network includes:

1. Probe Request and Response
2. (NULL) Authentication Request and Response
3. EAP Request and Response
4. EAP-TLS 4 way handshake (Client and Server Authentication) and EAP Success
5. EAPOL-Key 4-way Handshake (Exchange of PTK)

Whereas, in the WPA2-PSK which is installed in IITH-Guest Network we won't have verification based
on an Authentication Server (AS), there will only be MIC verification during Key handshake. So, to the
same call flow as above, the IITH-Guest network lacks the 4th (EAP-TLS 4 way handshake (Client and
Server Authentication) and EAP Success) call flow. This is verified by looking at the screenshot of the
successful handshake of IITH-Guest Network.



11. Analyze RSN IE in beacon and probe responses
a. Beacon Frames

b. Probe Responses



From the highlighted screenshots above of the RSN IE, information of our own AP, we can clearly see
that it uses AES CMC for Group Cipher suite (used to encrypt multicast or broadcast traffic) as well as
Pairwise Cipher Suite (used to encrypt the unicast traffic). The authentication Key Management Suite
advertises only IEEE 802.11, PSK as this AP uses WPA2-PSk version of authentication (NULL
Authentication with MIC matching during key exchange handshake).
The figure also shows an extended list of RSN capabilities like Pre-Authentication capabilities are not
supported, No capability and requirement for protection of management frames making it prone to deAuth
attacks, number of replay counters for PTK and GTK and more.

12. Security Mechanisms for IITH, IITH-GUest and own AP

The IITH Wi-Fi Network is employed using WPA2-Enterprise with 802.1X authentication (using LDAP)
where as the IITH-Guest and own AP is employed using WPA2-Personal with 802.11 authenticated using
a passphrase.
Open Availability of passphrase in IITH-Guest makes it vulnerable to easy open access to attackers,
eavesdropping, deaAuthentication followed by the Evil twin attack or Denial of Service with Man in the
middle attack and more making it clearly not secure in terms of security.
Similarly, we have our own AP with WPA2-Personal but with a secret passphrase. Even with a secret
passphrase we clearly demonstrated how it is possible to crack it using deaAuthentication following a
dictionary attack. A simple brute-force with a password list was enough to crack the passphrase when the
passphrase was not well thought out (not meeting the password standards like use of complete ASCII
characters set like lowercase, uppercase, numerals and symbols, password length, uniqueness and so on).
Deauthentication attacks are possible in such AP as the management frame protection is not supported as
we clearly saw in the above figures.

Although IITH Wi-Fi Network doesn't support the protection of management frames, it allows an active
authentication using an Authentication Server for client as well as the server. Access to this network is
based on individual verification with a unique passphrase for each individual with a unique username.
So, even if the attacker can deAuth, record and crack password for one individual (which is least likely as
the credentials are encrypted using multiple encryption pipes), other communicating individuals wont be
vulnerable to this attack.
So, in our opinion IITH Wi-Fi with 802.1X authentication is the most secure one.
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